We study decidability and undecidability results for parameterized verification of a formal model of timed Ad Hoc network protocols. The communication topology is defined by an undirected graph and the behaviour of each node is defined by a timed automaton communicating with its neighbours via broadcast messages. We consider parameterized verification problems formulated in terms of reachability. In particular we are interested in searching for an initial configuration from which an individual node can reach an error state. We study the problem for dense and discrete time and compare the results with those obtained for (fully connected) networks of timed automata.
Introduction
In recent years there has been an increasing interest in automated verification methods for ad hoc networks, see e.g. [18, 24, 23, 11, 12] . Ad Hoc Networks (AHN) consist of wireless hosts that, in absence of a fixed infrastructure, communicate sending broadcast messages. In this context, protocols are supposed to work independently from a specific configuration of the network. Indeed, discovery protocols are often applied in order to identify the vicinity of a given node. In the AHN model proposed in [11] undirected graphs are used to represent a network in which each node executes an instance of a fixed (untimed) interaction protocol based on broadcast communication. Since individual nodes are not aware of the network topology, in the ad hoc setting it is natural to consider verification problems that are parametric in the size and shape of the initial configuration as in [11] .
In this paper we introduce a new model of distributed systems obtained by enriching the AHN model of [11] with timesensitive specification of individual nodes. In the resulting model, called Timed Ad Hoc Networks (TAHN), the connection ✩ This work is partially supported by the ANR national research program ANR-14-CE28-0002 PACS and by the MIUR PRIN Italian research program CINA. topology is still modelled as a graph in which nodes communicate via broadcast messages but the behaviour of a node is now defined as a timed automaton. More in detail, each node has a finite set of clocks which all advance at the same rate and transitions describing the behaviour of the nodes are guarded by conditions on clocks and have also the ability to reset clocks.
Following [11, 12] , we study the decidability status of the parameterized reachability problem taking as parameters the initial configuration of a TAHN, i.e., we aim at checking the existence of an initial configuration that can evolve using continuous and discrete steps into a configuration exposing a given local state (usually representing an error). Our model presents similarities with Timed Networks introduced in [2] . A major difference between TAHN and Timed Networks lies in the fact that in the latter model the connection topology is always a fully-connected graph, i.e., broadcast communication is not selective since a message sent by a node always reaches all other nodes. For Timed Networks, it is known that reachability of a configuration containing a given control location is undecidable in the case of two clocks per node, and decidable in the case of one clock per node.
When constraining communication via a complex connection graph, the decidability frontier becomes much more complex. More specifically, our technical results are as follows:
• For nodes equipped with a single clock, parameterized reachability becomes undecidable in a very simple class of graphs in which nodes are connected so as to form stars with diameter five.
• The undecidability result still holds in the more general class of bounded path graphs, i.e., graphs in which the length of maximal simple paths is bounded by a constant. In our proof we consider a bound N ≥ 5 on the length of simple paths. Since nodes have no information about the shape of the network topology, the undecidability proof is not a direct consequence of the result for stars. Indeed the undecidability construction requires a preliminary step aimed at discovering a two-star topology in a graph of arbitrary shape but simple paths of at most five nodes.
• The problem turns out to be undecidable in the class of cliques of arbitrary order (that contains graphs with arbitrarily long paths) in which each timed automaton has at least two clocks.
• Decidability holds for special topologies like stars with diameter three and cliques of arbitrary order assuming that the process running in each node is equipped with a single clock (as in Timed Networks).
• Finally when considering discrete time, e.g. to model time-stamps, instead of continuous time, we show that the local state reachability problem becomes decidable for processes with any number of clocks in the class of graphs with bounded path. The same result holds for cliques of arbitrary order.
Preliminaries
Let N be the set of natural numbers and R ≥0 the set of non-negative real numbers. For sets A and B, we use f : A → B to denote that f is a total function that maps A to B. For a ∈ A and b ∈ B, we write f [a ← b] to denote the function f defined as follows: f (a) = b and f (a ) = f (a ) for all a = a. We denote by [A → B] the set of all total functions from A to B.
We now recall the notion of well-quasi-ordering (which we abbreviate as wqo). A quasi-order (A, ) is a wqo if for every infinite sequence of elements a 1 , a 2 , . . . in A, there exist two indices i < j such that a i a j . Given a set A with an ordering and a subset B ⊆ A, the set B is said to be upward closed in A if a 1 ∈ B, a 2 ∈ A and a 1 a 2 implies a 2 ∈ B. Given a set B ⊆ A, we define the upward closure ↑B to be the set {a ∈ A | ∃a ∈ B such that a a}. 
Timed ad hoc networks

Syntax
A Timed Ad Hoc Network (TAHN) consists of a graph where the nodes represent processes that run a common predefined protocol defined by a communicating timed automaton. The values of the clocks manipulated by the automaton inside each process are incremented all at the same rate. In addition, processes may perform discrete transitions which are either local transitions or communication events. When firing a local transition, a single process changes its local state without interacting with the other processes. For what concerns communication, it is performed by means of selective broadcast, a process sends a broadcast message which can be received only by its neighbours in the network. We choose to represent the communication relation as a graph. Finally, transitions are guarded by conditions on values of clocks and may also reset clocks.
We now provide the formal definition of the model. We assume that each process operates on a set of clocks X . A guard is a boolean combination of predicates of the form k ¡ x for k ∈ N, ¡ ∈ {=, <, ≤, >, ≥}, and x ∈ X . We denote by G(X) the set of guards over X . A reset R is a subset of X . The guards will be used to impose conditions on the clocks of processes that participate in transitions and the resets to identify the clocks that will be reset during the transition. 
